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As the sophistication of cyber-attacks increases, understanding how to defend critical infrastructure
systems—energy production, water, gas, and other vital systems—becomes more important, and heavily
mandated. Industrial Network Security, Second Edition arms you with the knowledge you need to understand
the vulnerabilities of these distributed supervisory and control systems.

The book examines the unique protocols and applications that are the foundation of industrial control
systems, and provides clear guidelines for their protection. This how-to guide gives you thorough
understanding of the unique challenges facing critical infrastructures, new guidelines and security measures
for critical infrastructure protection, knowledge of new and evolving security tools, and pointers on SCADA
protocols and security implementation.

All-new real-world examples of attacks against control systems, and more diagrams of systems●

Expanded coverage of protocols such as 61850, Ethernet/IP, CIP, ISA-99, and the evolution to IEC62443●

Expanded coverage of Smart Grid security●

New coverage of signature-based detection, exploit-based vs. vulnerability-based detection, and signature●

reverse engineering
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From reader reviews:

Helen Woodyard:

This Industrial Network Security: Securing Critical Infrastructure Networks for Smart Grid, SCADA, and
Other Industrial Control Systems book is not really ordinary book, you have it then the world is in your
hands. The benefit you obtain by reading this book is actually information inside this book incredible fresh,
you will get details which is getting deeper you read a lot of information you will get. This particular
Industrial Network Security: Securing Critical Infrastructure Networks for Smart Grid, SCADA, and Other
Industrial Control Systems without we know teach the one who examining it become critical in considering
and analyzing. Don't become worry Industrial Network Security: Securing Critical Infrastructure Networks
for Smart Grid, SCADA, and Other Industrial Control Systems can bring any time you are and not make
your handbag space or bookshelves' come to be full because you can have it with your lovely laptop even
cellphone. This Industrial Network Security: Securing Critical Infrastructure Networks for Smart Grid,
SCADA, and Other Industrial Control Systems having good arrangement in word along with layout, so you
will not feel uninterested in reading.

Jerold Richards:

This book untitled Industrial Network Security: Securing Critical Infrastructure Networks for Smart Grid,
SCADA, and Other Industrial Control Systems to be one of several books which best seller in this year, that's
because when you read this e-book you can get a lot of benefit on it. You will easily to buy this kind of book
in the book retailer or you can order it by using online. The publisher with this book sells the e-book too. It
makes you more readily to read this book, because you can read this book in your Mobile phone. So there is
no reason for you to past this guide from your list.

Christine McClellan:

Do you have something that that suits you such as book? The reserve lovers usually prefer to select book like
comic, short story and the biggest some may be novel. Now, why not striving Industrial Network Security:
Securing Critical Infrastructure Networks for Smart Grid, SCADA, and Other Industrial Control Systems
that give your pleasure preference will be satisfied through reading this book. Reading addiction all over the
world can be said as the way for people to know world much better then how they react toward the world. It
can't be explained constantly that reading habit only for the geeky individual but for all of you who wants to
become success person. So , for every you who want to start looking at as your good habit, it is possible to
pick Industrial Network Security: Securing Critical Infrastructure Networks for Smart Grid, SCADA, and
Other Industrial Control Systems become your current starter.

Dale Hollander:

Your reading 6th sense will not betray you, why because this Industrial Network Security: Securing Critical



Infrastructure Networks for Smart Grid, SCADA, and Other Industrial Control Systems publication written
by well-known writer who knows well how to make book that can be understand by anyone who read the
book. Written in good manner for you, leaking every ideas and creating skill only for eliminate your hunger
then you still uncertainty Industrial Network Security: Securing Critical Infrastructure Networks for Smart
Grid, SCADA, and Other Industrial Control Systems as good book not only by the cover but also by content.
This is one book that can break don't determine book by its cover, so do you still needing yet another sixth
sense to pick this particular!? Oh come on your looking at sixth sense already alerted you so why you have to
listening to a different sixth sense.
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